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  (iii) Serial 
Each new record is appended 
Transactions are recorded in chronological order 
File re-organisation not required for each new record // no need for the 
records to be sorted 

1 
1 
1 
 
 

Max 3 

5 (a) 
 

A B X 

0 0 1 

0 1 1 

1 0 1 

1 1 0 

 
 
 
 
 
1 

 (b) (i) 
 

S R Q Q 

1 0 0 1 

1 1 0 1 

0 1 1 0 

1 1 1 0 

0 0 1 1 

 
 
 
 
1 

1 

1 

1 

  (ii) S = 0 R = 0 
 
Produces Q = 1 , Q =1 // Q and Q have same value 
But Q and Q should be complements of each other 
Becomes unstable 
 

1 
 
1 
1 
1 
 

Max 3 

 (c) (i) Clock (pulse) 1 

  (ii)  All four possibilities are valid 
The 1-1 combination changes output to logical complement 
Unstable state avoided 
Invalid state cannot occur // the flip-flop is stable 

1 
1 
1 
1 

 
Max 1 

 (d) Memory // data storage 
Stores a single bit 

1 
1 

6 (a) (i) Monitoring system 1 

  (ii) This is not a ‘feedback’ system //  
There is no ‘control’ taking place/use of actuators // 
No output other than from alarm 

 
 
1 

QUESTION 4.
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Question Answer Marks

4(a)(i) A (known) set of rules 1 
Agreed/standard method for data transmission // governs how two devices 
communicate 1 

2

4(a)(ii) Max 2 marks for purpose: 
• Purpose of TLS is to provide for secure communication (over a 

network)  
• maintain data integrity  
• additional layer of security 

 
Max 2 marks for further explanation from: 

• TLS provides improved security over SSL 
• TLS is composed of two layers / record protocol and handshake 

protocol 
• TLS protects this information by using encryption 
• Also allows for authentication of servers and clients 

Max 3

4(b) • The client validates (the server’s) TLS Certificate 
• The client sends its digital certificate (to the server if requested) 
• Client sends an encrypted message to the server using the server’s 

public key  
• The server can use its private key to decrypt the message  
•  and get data needed for generating symmetric key 
• Both server and client compute symmetric key (to be used for 

encrypting messages) // session key established 
• The client sends back a digitally signed acknowledgement to start an 

encrypted session 
• The server sends back a digitally signed acknowledgement to start an 

encrypted session 
 1 mark for each point, max 3 points 

3

4(c) Applications, for example: 
• online banking 
• private email 
• online shopping  
• online messaging etc. 

 1 mark for each point, Max 2

2

Question Answer Marks

5(a)(i) 
 

A B X 
0 0 1 

0 1 1 

1 0 1 

1 1 0 

1

QUESTION 5.
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Question Answer Marks

5(a)(ii) 
 

A B C X 
0 0 0 1 

0 0 1 1 

0 1 0 1 

0 1 1 1 

1 0 0 1 

1 0 1 1 

1 1 0 1 

1 1 1 0 
 

1

5(b)(i) 
 

 S R Q Q   

Initially 1 0 0 1 

R changed to 1 1 1 0 1 1

S changed to 0 0 1 1 0 1

S changed to 1 1 1 1 0 1

S and R changed to 0 0 0 1 1 
 

3

5(b)(ii) • Q and Q  have same value 
• Q and Q  should be complements of each other 
• Flip-flop becomes unstable 

 1 mark for each point, max 2 

2

5(c)(i) 
 

   
Working space 

Initial 
values 

Final 
values 

J K Clock Q Q  Q Q  

0 0 1  1 0 1 0 
0 0 1  0 1 0 1 
0 1 1  1 0 0 1 
0 1 1  0 1 0 1 
1 0 1  1 0 1 0 
1 0 1  0 1 1 0 
1 1 1  1 0 0 1 
1 1 1  0 1 1 0 

 1 mark per shaded row

4

5(c)(ii) • S-R flip-flop has an invalid combination of S and R // The S_R flip flop 
allows both Q and Q  to have the same value // S-R flip-flop inputs 
may arrive at different times 1

• The J-K flip-flop does not allow for Q and Q  to have the same value // 
All four combination of values for J and K are valid // J-K flip-flop 
incorporates a clock pulse for synchronisation 1

2



9608/31 Cambridge International AS/A Level – Mark Scheme 
PUBLISHED 

October/November
2017

 

© UCLES 2017 Page 7 of 8 
 

Question Answer Marks

5(d) • A flip-flop can store either a 0 or a 1  
• Computers use bits to store data 
• Flip-flops can therefore be used to store bits (of data) 
• Memory can be created from flip-flops 

 1 mark for valid point, max 2

2

Question Answer Marks

6(a)(i) Control system 1

6(a)(ii) System is controlling devices // turns heaters on and off // use of actuators 
maintain the environment // makes use of feedback 

1

6(b) Computer/microprocessor 
 to process the sensor readings 

Analogue to digital convertor 
 Sensor produces analogue signal but processor requires digital data 

Digital to analogue convertor 
 Processor produces digital signal but actuator may require analogue sign 

Actuator 
 May be required to turn heater on or off 

 1 mark for device, 1 mark for justification, max 2 devices

4

6(c)(i) One mark per column excluding LOWTEMP 
 
LOWTEMP LOWREG COUNTER ACC IX 

15 B00000000 1   
    0 
   17  
   1  
   2  
  2   
    1 
   14  
   B00000000  
 B00000010  B00000010  
   2  
   4  
  4   
    2 
     

 

4

6(c)(ii) • COUNTER has an initial value of 1 
• Test for final value is before COUNTER updated 
• COUNTER is doubled in value each time around loop 
• six sensors values/bits to check 
• COUNTER is doubled in value 6 times // 25 
• Values of COUNTER at test will therefore be 1 – 2 – 4 – 8 – 16 – 32 

 1 mark for valid point, max 2

2
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Question Answer Marks 

6(a) One mark for suitable sensor, one mark for justification 
Max one sensor, max two marks 
 
humidity  

 to ensure that the plants have the right level of moisture in the air  
 
pressure / proximity 

 to detect whether the windows are open or closed condone ‘check’ 
 
moisture  

 to ensure the water levels in the soil are correct 
 
light  

 to ensure the light levels in the greenhouse are correct for plant growth 
 to ensure the windows are closed when night falls 

 
Accept pH sensor for one mark only 
 
Accept CO2 sensor for one mark only, accept gas or O2 for one mark only 
 
Justification needs to answer the question why? Not just describe the sensor 
 
Accept suitable actions resulting from sensor readings as justification 

2

6(b) Three from: 
 
• Actions taken by system // or by example: e.g. adjust heater / turn on 

sprinkler / open windows  
 
• May affect the readings taken by the sensors // or by example 
  
• Which in turn may cause a change in the actions taken by the system // 

or by example 
 
• This is a continuous process  
 

3

6(c)(i) One from: 
 
• Lowest allowable temperature  
 
• Highest allowable temperature 
 
• Sampling time interval 
 

1

QUESTION 6.
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Question Answer Marks 

6(c)(ii) If answer to c(i) is highest allowable or lowest allowable temperature: 
 
• The sensor reading is compared to a stored parameter (1)  
• Depending upon result of comparison an action may or may not be 

carried out (1) 
 
If answer to c(i) is sampling time interval: 
 
• The higher the sampling rate  (1)  
• The better / more efficient is the control system (1) 
 

2

6(d)(i) 20 1

6(d)(ii) LDD  4002 // load the contents of the 16 bit 
location containing the value 
for Sensor 5 into the 
Accumulator 

LSR #8 // move the bits in the Accumulator 
so that the Accumulator stores 
the value of Sensor 5 as 
unsigned 16-bit binary integer 

1 mark for 4002 
 
1 mark for LSR 
 
1 mark for #8 

3
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Question Answer Marks

4(a)(i) A (known) set of rules 1 
Agreed/standard method for data transmission // governs how two devices 
communicate 1 

2

4(a)(ii) Max 2 marks for purpose: 
• Purpose of TLS is to provide for secure communication (over a 

network)  
• maintain data integrity  
• additional layer of security 

 
Max 2 marks for further explanation from: 

• TLS provides improved security over SSL 
• TLS is composed of two layers / record protocol and handshake 

protocol 
• TLS protects this information by using encryption 
• Also allows for authentication of servers and clients 

Max 3

4(b) • The client validates (the server’s) TLS Certificate 
• The client sends its digital certificate (to the server if requested) 
• Client sends an encrypted message to the server using the server’s 

public key  
• The server can use its private key to decrypt the message  
•  and get data needed for generating symmetric key 
• Both server and client compute symmetric key (to be used for 

encrypting messages) // session key established 
• The client sends back a digitally signed acknowledgement to start an 

encrypted session 
• The server sends back a digitally signed acknowledgement to start an 

encrypted session 
 1 mark for each point, max 3 points 

3

4(c) Applications, for example: 
• online banking 
• private email 
• online shopping  
• online messaging etc. 

 1 mark for each point, Max 2

2

Question Answer Marks

5(a)(i) 
 

A B X 
0 0 1 

0 1 1 

1 0 1 

1 1 0 

1

QUESTION 7.
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Question Answer Marks

5(a)(ii) 
 

A B C X 
0 0 0 1 

0 0 1 1 

0 1 0 1 

0 1 1 1 

1 0 0 1 

1 0 1 1 

1 1 0 1 

1 1 1 0 
 

1

5(b)(i) 
 

 S R Q Q   

Initially 1 0 0 1 

R changed to 1 1 1 0 1 1

S changed to 0 0 1 1 0 1

S changed to 1 1 1 1 0 1

S and R changed to 0 0 0 1 1 
 

3

5(b)(ii) • Q and Q  have same value 
• Q and Q  should be complements of each other 
• Flip-flop becomes unstable 

 1 mark for each point, max 2 

2

5(c)(i) 
 

   
Working space 

Initial 
values 

Final 
values 

J K Clock Q Q  Q Q  

0 0 1  1 0 1 0 
0 0 1  0 1 0 1 
0 1 1  1 0 0 1 
0 1 1  0 1 0 1 
1 0 1  1 0 1 0 
1 0 1  0 1 1 0 
1 1 1  1 0 0 1 
1 1 1  0 1 1 0 

 1 mark per shaded row

4

5(c)(ii) • S-R flip-flop has an invalid combination of S and R // The S_R flip flop 
allows both Q and Q  to have the same value // S-R flip-flop inputs 
may arrive at different times 1

• The J-K flip-flop does not allow for Q and Q  to have the same value // 
All four combination of values for J and K are valid // J-K flip-flop 
incorporates a clock pulse for synchronisation 1

2
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Question Answer Marks

5(d) • A flip-flop can store either a 0 or a 1  
• Computers use bits to store data 
• Flip-flops can therefore be used to store bits (of data) 
• Memory can be created from flip-flops 

 1 mark for valid point, max 2

2

Question Answer Marks

6(a)(i) Control system 1

6(a)(ii) System is controlling devices // turns heaters on and off // use of actuators 
maintain the environment // makes use of feedback 

1

6(b) Computer/microprocessor 
 to process the sensor readings 

Analogue to digital convertor 
 Sensor produces analogue signal but processor requires digital data 

Digital to analogue convertor 
 Processor produces digital signal but actuator may require analogue sign 

Actuator 
 May be required to turn heater on or off 

 1 mark for device, 1 mark for justification, max 2 devices

4

6(c)(i) One mark per column excluding LOWTEMP 
 
LOWTEMP LOWREG COUNTER ACC IX 

15 B00000000 1   
    0 
   17  
   1  
   2  
  2   
    1 
   14  
   B00000000  
 B00000010  B00000010  
   2  
   4  
  4   
    2 
     

 

4

6(c)(ii) • COUNTER has an initial value of 1 
• Test for final value is before COUNTER updated 
• COUNTER is doubled in value each time around loop 
• six sensors values/bits to check 
• COUNTER is doubled in value 6 times // 25 
• Values of COUNTER at test will therefore be 1 – 2 – 4 – 8 – 16 – 32 

 1 mark for valid point, max 2

2


